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PART 1: ����

(from the ���� � ���� � ��	 � 
����	 methodology)

“Shedding Light 
on Information Security”



Presentation Goals

• Identify Top Security Concerns
• How Those Concerns Affect the Firm
• Embracing Security Best Practices
• First Steps to Take to Protect the Firm
• Building Defensive Walls
• Next Steps in the Process 
• Business Benefits of a Proactive Security 

Program



Top IT Security Concerns for Law Firms
• Spyware & Spam
• Pharming & Phishing
• Remote Access
• VoIP
• Disaster Recovery & Contingency Planning
• Roaming Laptops 
• Data Privacy & Protection
• Wireless
• Security Updates
• Training and Education



How Those Concerns Affect the Firm

Productivity Loss 

Increase in IT
Costs

Equipment
Loss/Theft

Client Demands

User Demands

Regulatory
Compliance



Case Study – “Cause and Effect”
• Network Performance 

Issues
• Long Recovery Periods

• Inappropriate Use
• Spam, Viruses, Spyware
• Increase User Support

• Data Privacy & 
Protection

• No Senior Management 
Direction 

• Paranoia 



Embracing Security Best Practices 

• Proactive Program
• Senior Management Involvement
• Policies
• Technologies
• Training
• Insurance



Protecting the Firm

Initial Steps in Building a Proactive Security Program:

• Vulnerability Assessment

• Interview Management
• Risk Assessment

• Active Risk Management Plan



Case Study (cont.) – “ ���� ”

Security Planning

• EVA
• IVA
• Management, User, IT Interviews
• Risk Assessments



SANS WhatWorks™: Defense In-Depth

• Defensive Wall 1: Block Network Attacks
• Defensive Wall 2: Block Host Attacks
• Defensive Wall 3: Eliminate Security 

Vulnerabilities
• Defensive Wall 4: Safely Support Authorized 

Users
• Defensive Wall 5: Minimize Business Losses & 

Maximize Efficiency 



Next Steps
Introduction to PART 2: ���� � ��	 � 
����	
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Continuing to Build Your Security Program

• Security Planning
• Senior Management Buy-In
• Security Technologies
• Security Program Implementation



Business Benefits

• Increase Productivity
• Protection of Assets
• Loss Mitigation
• Firm’s Reputation
• Competitive Advantage
• Minimize Penalties & Fees 

Security = Business Enabler



Helpful Sites

• www.cert.org
• www.csrc.nist.gov
• www.infragard.net/index.htm
• www.sans.org
• www.pivotgroup.net



What Questions Do You Have?



For More Information, Please Contact Us Directly:

Pivot Group

Jim Soenksen (404) 419 – 2163

Kristen Zarcadoolas (213) 341 – 1494

www.pivotgroup.net



THANK YOU 
from 

Kristen Zarcadoolas and Jim Soenksen


